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% Data Privacy
Overview

Prism uses a combination of deletion and anonymisation to fulfil the Right to Erasure requirement of
Regulation (EU) 2016/679 (General Data Protection Regulation), through the Data Privacy module.

([

=§ Data Privacy Data Privacy
e Please choose an option from the menu on the left.

@ Account management
@ History
@ Settings

The initial Data Privacy user can only be assigned by a Tiger engineer, but Tiger’s engineering account does not have
access to the module itself. This means that Erasure requests can only be fulfilled by nominated Data Protection
representatives of the data controller. Once a Data Privacy user has been configured, that user can assign access to
others in the company as required.

Settings

Each Data Privacy user needs to configure their settings before using the module.

Settings

Motification email

Account will always be removed

Remaowe the party (and its tree nodes)

Remowe user details in Spark, WebEx and Office365

The notification email will be used to confirm actions (if requested at the time), and the two switches control whether
Directory information and Collaboration data are retained or removed. This will almost certainly be directed by company
policy, as this information is almost always covered by legitimate interest.
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Account Management

The account management screen displays all users who currently have the right to use the Data Privacy module, along
with the period of access, and who granted the access (1).

Account Management

o Current rights Rights history e

Party name @ Party emai ® From llocal) ® Tollocal) @ Assigned by @ Assigned (local) ®

Abel Savage Abel Savage@TigerGlobal.email 05/07/2018 16:53:00 Geoff Douglat 05/07/2018 17:5424 [
Adam Kiine Adam Kline@TigerGlobalemai 04/07/2018 12:22:00 Eddie March 04/07/2018 13:22:32 0]
Eddie March Eddie March@starkindustries.com 04/07/2018 12:19:00 James Rupert Rhodes 04/07/2018 13:19:40 w
Geoff Douglat Geoff Douglat@starkindustries.com 04/07/2018 16:07:00 Obadiah Stane 04/07/2018 17:08:11 0]
Joesph Kilman Joesph Kilman@starkindustries.com 04/07/2018 16:08:00 Obadiah Stane 04/07/2018 17:08:26 w
Morgan Stark Morgan Stark@starkindustries.com 30/07/2018 11:27:00 03/08/2018 00:00:00 Eddie March 30/07/2018 12:2

Obadizh Stane Cbadish Stane@starkindustries.com 04/07/2018 10:02:00 James Rupert Rhodes 04/07/2018 11:03:27 w
Rumiko Fujikawa Rumiko Fujikawa@starkindustries.com 06/07/2018 15:38:00 Obadiah Stane 06/07/2018 16:38:55 mw
Sarah Jennings Sarah Jennings@starkindustries.com 04/07/2018 16:06:00 Obadiah Stane 04/07/2012 17:06:58 w

You can add more users (2), remove existing ones (3), use the Rights history tab to look at users who have been
removed, or whose permission has expired (3). Finally, the list can be exported either as a xIsx or csv file (4).

Search

The search function displays all people configured in the Security module, regardless of whether they have
Prism accounts.

Search People

9 Party name @ T'y:uea (¥ Job title ¥ Emai ¥ Employeeld &) Payroll No. Ca)

= Juanita Hoffman Employee Juanita Hoffman@SiriusCybemet.. | 7779001215
= Barry Rosales Employee Barry.Rosales@SiriusCybernetics... | 7779001216
i= Raquel Reed Employee Ragquel.Reed @SiriusCyberneticsC... | 7779001218
= Hope Wilcox Employee Hope.Wilcox@SiriusCyberneticsC... | 7779001219
= Cara Morales Employee Cara.Morales@5SoylentCorp.emai 7779001221
= Alisa Willis Employee Alisa.Willis@5ScylentCorp.email F779001222
= Amie Moody Employee Amie.Moody@SoylentCorp.email T779001223
= Angie Watson Employee AngieWatson@SoylentCorp.email | 7779001224

Filter the list to find the user requesting erasure (1), then click the ‘Details’ button := (1) next to their name.
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This brings up the standard Person interface from the Security — People section.

Person: Juanita Hoffman

Person Account Audit
Tids Bl carrier Employes Id
First name il arift

Custom Field 3
Middie name Cost carrier

Custom Field 4
Last name Cost taritt

Custom Field 5
Pary name Type

Custom Field 6
Job tite Has digit masking

Custom Field 7

Custom Field 8

From here, you can proceed to the erasure function (1) or return to the People list (2).

Manage Data Privacy

When you click the ‘Data Privacy’ button against a user, you proceed into data privacy management. This wizard
walks you through the various sections that hold personal data for the user. This allows you to see what exactly will be
removed at the end of the process. Please note that the Data Privacy user’s settings will dictate what can be erased
during this process.

(=)
Nz
2 Trees = Fqui < Collaborati heduls & Summary
These party details will be removed
Title Job tite Bill carrier
First name Email 5il tarft
Midde name Tvpe Cost carrier
Last name Has digit masking Costtarff
Party name
Custom Values History
From ®| © @ Employeeld @ Payrall No. @ )| Custom Field 3 @ Custom Field 4 ® | Custom Field 5 @ Custom Field 6 @ | Custom Field 7 @ | Custom Field 8 @ Use
01/01/2010 00:00:00 7779001215 “
4 »
- .- Sl 0 v | RS
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Party details include the Name, Email, User Name, and Custom Field information stored about the user. If the person
has a Prism account, this will be removed as well.

& Party £ £quiy & Collaborati ) scheduter & Summary

The party will be removed from these trees

Collapse all trees
4 Organizations
4 Sirius Cybermnetics Corp
4 Sales
Juanita Hoffman
4 Business Units
4 Sales
4 Sirius Cybernetics Corp

Juanita Hoffman

Trees allows you to see the person’s position in any directory trees on the system.

& Party 21 Trees < Collaborati heduls & Summary

Uri and user equipment types will have the personal data obfuscated

Party name @ Party email @ End point number @ Phone type @ Description @ Serial number @ Action ®

Juanita Hoffman JuanitaHoffman @SiriusCybemeticsCo... | 77790000999 Extension 77790000999 Will not change

Equipment details any assigned equipment currently assigned. This will not be removed, as it forms part of the call and
Charge History for the department. The user assignment however, will be permanently anonymised. The Collaborations
step allows you to choose which of the Collaboration tools to remove User Data from. The Scheduler step displays any
jobs owned by, or subscribed to by the user.

‘P“"Y s & el & collen . e

User Username - Nene
Party Party name - Juanita Hoffman

Ema - JusnitaHofiman@SiriusCyberneticsCorp.email
Trees Tree paths - Organizations/Sirius Cybemnetics Cof /luanita Hoffman

- Business Units/Sales/Sirius Cybernetics Corp/Juanita Hoffman

Equipment End points to obfuscate - None
Collaborations ~ Webex data - Yes

Spark data - Yes

Cffice365 data - Yes
Scheduler Jobs to delste - Nene

Confirm that the above data should be irrevocably deleted. 0

The Summary step shows detail of the deletions chosen, and has the first confirmation step (1). Until that is set to Yes,
the Delete control (2) is inactive. There is an option to print the summary, if external proof or auditing is required.
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On clicking Delete, a second confirmation box appears. You must type the name of the user to be deleted exactly
to proceed.

Data Privacy Disclaimer

This process is designed to allow data protection representatives of data processors to comply with
Article 17 of the Regulation (EU) 2016/679 (General Data Protection Regulation) - Right to erasure
(“right to be forgotten®). By confirming the actions below you will imevocably anonymise the personal
data contained within Prism’s databases for the selected user.

Enter Juanita Hoffman' in the box below to confirm data for this person should be deleted.

Cancel

Once you have typed the name, the ‘Start’ button becomes available. On clicking that, the final confirmation and
option to see the summary shows. Either option will result in continuing the deletion, which after a delay will display a
confirmation message.

History

The history section shows limited detail about the deletions that have occurred.

Search Audit History

Forgotten by @ | Forgotten on (local) @/ Forgotten party @ | Forget party @| Forgot WebEx @/ Forgot spark @ Forgot office365 @

This is the only place that the user’s name will still appear (unless you have chosen not to process certain data sets),
and serves as proof that the right to erasure request has been processed.

» To find out more about the Tiger Solution go to www.tigercomms.com
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