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Administrate \ Security

Administrate \ Security
Overview

The security module handles account setup and oversight, including any SAML login providers,
the definition of the roles that are assigned to accounts and which data is available to users.
User sessions can be monitored and terminated from security.

The landing page displays a summary of the accounts assigned by type, and the number of
roles defined in Prism across the top, while the two graphs show the number of accounts by
type (displaying potential account holders as actors) and the number of accounts each role is
assigned to.

TIGERPRISM @

Accounts
Type of Account

There are three account types in Prism.

Employee accounts are created from people defined in the Enterprise Employee section.
Guest accounts are created from people defined in the Enterprise Contact section.
Machine accounts are created here, generally for specific tasks.

There is no difference in the function of employee, guest or machine accounts.

Search

The search grid shows all employee/guest accounts or machines depending on the section. For
standard grid controls see common features.

Recycle Bin

When an account is deleted it goes into the recycle bin and can be restored it required again in
the future. The recycle bin grid looks exactly like the search grid, but with an additional control
on the right of each record to restore it.
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Account Creation
User Accounts

Employee and Guest account creation follow identical four step paths.

User Selection

The first stage is to find an existing employee or contact to create the account against. The
search box will display an incremental search as a name is typed in. Select the user once
found. The lower part of the screen will then show preview information to help confirm that to
correct user has been selected.

Employee Accounts Create
User Selection Account Details Roles Completed

Employee

Gwendolin Mustarde ».

Typo ot least 2 characters to fiter the rosults

User Praview

Display Narme Job Titla

Gwendolin Mustarde Geological Engincer
Email

gmustardeBs@umichedu

Account Details
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Once the correct user has been selected the second step is to configure some basic account
information.

Employee Accounts Create

6.
7.

9, @ O,

User Selection Account Details Roles Completed

Account Details

gmustardoBs@umichodu o
Can Access Agi View Digits Lockout Encbled Do detSync:
e
o ore ) ore
Logins
Local Windows Windows Ussrnarma
< Previous > Next

. The username for the account. This defaults to the email address for the user.

Whether this account can make use of API functions.

Whether the account can see the called and calling numbers in Analyse modules. This
affords digit privacy for all users while allowing the account to run reports.

If the account is to be locked out after a number of failed login attempts.

Should this this account be updated by directory integration. Most commonly this is set to On
for most active accounts, but Off for accounts which have View My Activity access only.

Can the account log in using Prism local authentication or not?

Can the account log in with Windows authentication or not? If so the username to expect.

Roles

The third step is to allocate one or more roles to the account. Each role will build up a little more
of what the account is allowed to do or access. Roles are defined in the Authorization\Roles

Employee Accounts Create
User Sclection Accaunt Details Roles Completed
Roles
Filter
Scloctod Rolos: 3
Rolo Name Role Description Is Usor Dofined
Tiger . ot ,
Grant full aceess to the application (except Data Protection actions)
Administrator
S Grant full aeeess to the application (except Data Protection actions)
Administrator
View My Calls Grant full access to the View My Call module
When the View My Dircctorics' role is assigned to a uscr, the visible tree
nodes and the call dota access are dynamically established based upon o
Viow My user's position within o particular troe. A usor will be able to soo all calls
Dircctorics made to or from the user's parent organization or any of its descendants.
When viewing a tree, only parent organizations and the descendant
organizations of the user's parent organization will be visible.
s Store Supevisors Roie for internal supervisors
Supevisors

The final step is a summary of selections to confirm that everything is correct before account
creation.
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User Account Activation

As soon as a user account is created Prism sends an email to the user for account activation.
The template for these emails can be edited in Settings for Security.

TIGER S
1. Account Activation

Hi, Gwendoline!

A new Prism account has been created and associated to this email
address.

gmustarde8s@umich.edu

Please click the button below to activate your account and start using the
application.

Activate

© 2020 Tiger Communications plc. All Rights Reserved.

Until the user has responded to this, their account page will show a banner message to advise
that the account is not activated, with a button to resend the activation email.

Employee Accounts Gwendolin Mustarde

Account not activated. ‘Resend Activation Email


http://prism2020internaltest.poc.tigercomms.com/admin/settings/email-templates/%7B%7BCallbackUrl%7D%7D
http://prism2020internaltest.poc.tigercomms.com/admin/settings/email-templates/%7B%7BCallbackUrl%7D%7D
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Machine Accounts
Machine Creation

Machines differ from user accounts. They are created here without accounts (as employees or
contacts are created in Enterprise). The machine can then be given an account and assigned
roles through its detail page later.

Machine Details

Choose a type for the machine, the types are functionally the same, but allow categorisation.
Then enter a unique name.

Machines Create

Machines Details

Bot v Autoreportor

Photo

A picture can be assigned to help differentiate machines.

Machines Create

® ®

Machine Details Photo Notes Gompleted

Photo

-
Qe B 96
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Notes

Notes can be added against the machine if required.

Notes

paogaph v | B |I|U E|E|= &€ i

This machine runs reports with full dialled numbers showing.

Completed

Shows a summary of the information entered before creation.

Machine Account Creation

Once the machine itself is created, an account can be added to it. Find the machine in the
search grid and go to the detail page. The second tab is Machine Account, this will be empty for
a new machine.

Machines | Autereportor

Edit Photo

BOT

Autoreporter

Click ‘Add Account’, this will start a new wizard with three steps.

Account Details

All machine accounts are local login only, so this page is simpler than the user account
equivalent.

Machines | create - Autorcporter

Account Details

autoreporter
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Roles

Roles are assigned in the same way as for User accounts

Completed

Shows a summary of the information entered before creation.

Detail Page

User account detail pages are the same for both employee and guest accounts. Contacts can
be given exactly the same rights as employees.

Employee Accounts Jomes Halley

Account not activated. e Resend Activation Email
o Account Details Logins Roles Audit

Account Details

Usamame Language

james halley@madeup.com English

tockout Enablad Can Accass Api Time Zane

( ] orF (uTc+00:00) Dublin, Edinburgh, Lisbon, London

Viow Digite Do Hot Sync Therns.

L~ @] putaut

James Halley

Fantsiza

Small

Statistics

Total Sign Ins Last Sign in

0

Roles Authorization o

Permissions Dopartment - Accoss Cost Gontros - Accoss Notwork Accoss Roports ACCoss Dashboards Accoss

Permissions

t ArcaNome X 1 Module X

Pormission Name Pormission Doseription AroaName Modulo Roles.
v Area Name: Analytics
¥ Module: Telephony

Analytics Read Grant VIEW accoss to the ANALYTICS management screens Anaiytics Telephony Store Supovisors

There are four areas of the detail page.

1. The name and any picture for the employee record

2. Space for a banner message about the account

3. Details about the account itself

4. A breakdown of the exact access the roles assigned to the account have granted

Account Details

The account details tab allows review and editing of the basic properties of the account. It has
options for account lockout, API access, View Digits and Integration synchronization as well as
some other user settings such as language, theme and font size. These can also be changed
by the user in their own settings.

Lastly some login statistics are displayed, showing the number of time the account login has
been used, and the date of the most recent login.



Tiger Prism 2020-R1 User Guide — Administrate \ Security

Logins

The logins tab shows details of any configured login mechanisms for the account.

Account Dotails Logins Rolos Audit
Login Providers
Windows Windows Usemame
oFF
Local Last Local Password Change Last Signin Attsmpt Consscutives Failures
~,
( 3 13/07/2020 1:30:38 ]
Login Providers
Login Provider Name Login Provider Type Login Name

No linked accounts configured

Local, Windows and any configured SAML providers can be enabled or disabled for the user
here.

Roles

The roles tab lists all roles that have been assigned to the account.

—
Account Details Logins Rolas Audit
Roles e
Rolz Name Role Description
View My Calls Grant full access to the View My Call modulc
Storc Supovisors Store Supevisors Role for internal supervisors
© O

Editing the page allows additional roles to be added, or existing ones to be removed.

Role
Roles =TT
Role Namie Role Description
Tiger Al ; o
Grant full access to the application (except Data Protection actions) oF
Administrator
Systom Grant full access to the application (except Data Pratection actions) o

Administrator

View My Calls Grant full access to the Viow My Call module m

When the View My Dircctories role is assigned to a user, the visible tree nodes and the call dota access are dynamically
View My cstablished based upon a user's position within a particular tree. A user will be able to see all calls made to or from the user's
Dircctorics parent organization or any of its descendants. When viewing o tree, only parent organizations and the descendant
organizations of the user's parent organization will be visible.

Store
i Storo Supovisors Role for internal supervisors m
Supevisors

Audit

The audit tab shows the details for account creation and last modification.

Roles Authorization

The lower part of the page shows the access available to the account based on the roles
assigned.
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Activity

Sessions
Search

The search grid allows visibility over which user accounts have active, abandoned or ended
sessions. For standard grid controls see common features.

Sessions Scarch
Session Id Y Session Start Y SessionEnd Y scheme Y  DisplayName Y UserType Y | LastActivity Y | Sstatus T
7333F5F2-FEAS-D633-FEQ- E264FE201384 16/07/202014:4358 local Employce 16/07/2020 145119 =
ASCBATE2-B7B4-CBE-6DF7-DSBBSABASDEA  16/07/202013:5614 local Employeo 16/07/2020 135814
9ASEOBIE-B3CD-BEB0-B2DE-FRE2G7I0FASS 16/07/202013:2106 16/07/2020144423  Windows Employee 16/07/202013:45:09
AE208DE}- AF7E-B6ED- 3030-1SBOEBAADFAR 16/07/2020 13:09:58 focal Employee 16/07/202013:36:21
SI2FAED4-6A3D-T920-0312- 4BICFAE2ECTA 16/07/2020 12:52:24 16/07/2020132223  local Employeo 16/07/2020 125227
G784A08C- FE27-5FES-F7B-50660F0BOFAS 16/07/2020 10:52:34 jocal Employec 16/07/2020 121333
F22AIEDS-SOIF-FACO-04B2- BE20EBSATAGO 16/07/2020 10:15:01 local Employoo 16/07/2020 10:34.00
GFBIOFAQ-B3AC-DOBE-T154-5IBCO42E2AEA 16/07/2020 101251 Windows Employeo 16/07/2020 101256
1COBFOAB-FA76-DFCA-346E-IFDBASEDEABE 16/07/2020 085118 16/07/2020 05121 Windows empioyec 16/07/2020 09'5TIE
AATEB3BD-AGSF-7OAF- BOBE- B2SCATETSIEE 16/07/2020 05:35:39 16/07/2020 093944 Windows Employce 16/07/2020 02:39:39
90471888-EBAS-1505- EC45- 92A0D2D08379 16/07/2020 09:38:20 16/07/2020 093924 Windows Empioyoo 16/07/2020 083921
SEABAOCA-12A4-0DF5-7DI4-83A4742E6980 16/07/2020 08:38:07 16/07/2020 093853 Iocal employec 16/07/2020 093848
EB4OEB5C-BEO}B3AT-4254-7DBECECAINA 16/07/2020 03:3212 16/07/2020 093645 local Employee 16/07/2020 033215
38454F37-3571-ACE5-83B8-EBOAIBIFIS32 16/07/2020 0977:04 local Empioyeo 16/07/20201020:28
AIBTFOFO- ADBF-26F3-FACA- 28TACFFTEBA0 16/07/2020 090815 18/07/2020 082742 local Employec 16/07/2020 082738
BEOBECES-3A40- BIBB- 2A1A-FF 2419583434 16/07/2020 02:03:28 16/07/2020 09:0507 local Employee 16/07/2020 09.0459
97916CD0- 4AB4-50B7-A4FD-BBESDDFERTFD 16/07/2020 072932 local Employes 16/07/2020 07:5057
FEAEGBBD-BFI3- A774- AFGI-B98CADOGICE] 15/07/2020 13:5718 jocal employec 15/07/2020 1438:48
FSAFOEBA-3819-E4F2-BAFD-BA305S3BCFA8 15/07/2020 120208 local Employce 15/07/2020 120251
048DEBOB-DIAS-48DF-B238- SEAOCBBIEN 15/07/2020 10:3107 local Employes 15/07/20201324:55
FBBE2083-63CC- EEBS-8A35-20238DBDDA2D  15/07/2020 080815 focal Empioyoo 15/07/2020 020815
9BEEDYIB-2885- 4158- FEOD- B5CTB3247FCA 14/07/202019:40:27 local Employee 14/07/202019:4126
B97CEBCE-FEAN FECA- 8200-9742608363CA 14/07/202012:39:25 local Empioyes 14/07/2020 12.43:58
1289A5CC-C237-FEBA-981D- 46FFERDEIA2A 14/07/2020 16:07:08. iocal Empioyeo 14/07/2020 160714
6C251155-E47F-196F-8105-EF2FABDITICS 14/07/2020 16:0812 local Employee 14/07/2020 160612
BOB73901-Al4F 4CBA-174C- 45BBF 2013892 14/07/2020 16:04:45 14/07/202016:04:57 local Employce 14/07/2020 16:04:42 m
BODFBF32-F780- ADBC-FEAF-TFA229807F04 14/07/202016:04.01 14/07/202016:04:22 local Employce 14/07/2020 160474 m
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Terminating sessions

From the grid active sessions can be terminated. You cannot end your own session, but any
other active user should show a control on the right of the active session record.

Soarch

T Omplay Name T

Platform Users

Not implemented at this time.
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Authorization
Overview

Users are authorised for access to the various functions and data in Prism by roles assigned to
their account. Each role may have a set of permissions for system functions (e.g. Dashboards,
or fixed charge read & write) and may have one or more Groups which convey access to
specific parts of the system.

By defining groups and roles carefully, great flexibility can be given to which users are granted
access to Prism’s functions without having to configure users individually.

Groups

There are 10 types of Group, although many are similar. When a group type is selected from
the navigation menu it displays a management grid. For standard grid controls see common
features.

Employees Exclusion search

Filter

Group Name Y | Group Description Y | Isuser Defined Y | Employces Y | Roles count Y

Human Resources Managers 0 0

Managers Manager Groups 3 1

A e S
Z @ OO

50 ¥ ftems PerPage 1-20f 2itoms

Each group type’s grid will have slightly different columns relating to the counts of items
included, and the number of roles to which the group is applied.

Creating Groups
Department/Cost Centres/Projects

These three group types define specific access to each of the three directory trees.
There are two predefined groups in each type.

Tree Administrator gives the role access to the whole tree. Whether this is read only or not is
determined by the role’s permissions.

View My Directories is a special dynamic group which allows access to the organization which
the current user is in, plus all descendant organizations. Whether this is read only or not is
determined by the role’s permissions.

Additional groups can be created for each of the three organization types and existing user
defined ones can be viewed and edited from the management grid.
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Department Accoss Croate

Department Group

Example Org group This group was defined to show coll and directory access to several groupsin
the department trec.
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A new group requires a name and description (1 & 2). Below those is the tree showing the
directory view chosen (3).

The organizations in the tree can be expanded to show their descendants. To the right of each
organization name is a cog icon (4). When clicked this opens a menu with several controls (5).
There are actually two aspects of access defined in this menu.

First is the management access level. This determines what the group allows a role to see and
edit in the enterprise directory management screens. Icons corresponding to the chosen options
are displayed to the left of the organization in the tree.

e Hidden — cannot be seen. This is the default state for all organisations when a group is
created.

¢ Viewable — Can be seen in the directory, but no changes can be made.

e Editable — edits can be made to the organization’s name and description. Fixed charges
and tariffs assigned to it and any custom fields which have been enabled.

e Full control — All aspects of the organization can be changed, it can be moved, backdated,
or deleted. New organizations can be created. This level is required to manage endpoint
and authorization code assignments.

The second pair of controls govern whether or not the role can see call data for the
organization.

Note that when an organization’s access is changed, all descendant organizations inherit that
change (6). This is shown with a slightly different icon. This inherited state can be overridden by
setting the specific Management or CDR Access for the descendants.

When the access changes for the group are complete click save. The new group will now be
listed and available for selection when customising a role.
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Employee Exclusion

After defining access to a section of one of the directory trees there may be individual
employees whose data should not be available for example higher level managers, or HR staff.
These members can be added to exclusion groups which will remove them from any access
granted by Department, Cost Centre or Project Groups.

Create a new group from the management grid or select an existing one.
Emp\ovccs Exclusion Create

Create Employee Group

Board All top level management

Employees Exclusion

Fitter Filter
Display Namie. Y email Y | JobTite T Display Name Y | emai Y  JobTitie T

abrinson2n@disqus.co ey o = Adorme Breawood abreawoodré@yalcedu  Professor o

Adclice Brinson
m specialist

- Aldon Magranncil am pcom  Profossor I
abrinson2n(@disqus.co e 1 u
m

Adglice Brinson

Adolind Wood awsodqa@ningov Isvymms Aok aton
alemonnicme@cdego  Software Tost Engincer

Adgline Le Monnige
R et v %

Adena Rippingalc Developer |

arippingalcig@femago
v

alongworthyZh@busine | g ey

Adricn Longworthy <
sswirccom

Acrioll Swin aswinig@oracie.com Health Coach Il

M4 2 3 4 > oM 50 v fomsPorPoge Yz @ a¥ % @

A new group requires a name and description (1 & 2). Below those are two grids showing all
employees (3) and selected employees (4). Both grids use the standard grid controls details in
common features.

Against each employee who should be added to the group click the plus (5), this will add the
employee to the selected grid. To remove them click the bin icon (6).

Employees who are already selected are greyed but remain in the All Employees grid.

When the employee selections for the group are complete click save. The new group will now
be listed and available for selection when customising a role.

Network

Network groups allow CDR access for the CDR Source or channels specified in the group. This
means that CDR access can be given or withheld on a geographical, or topological basis, in line
with responsibilities.

Reports

Report groups determine which specific reports are available to a role. There is a predefined
group, Reports Administrator, which allows access to all reports, but groups can be set up to
allow more restricted report types to users.
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Create a new group from the management grid or select an existing one.

Reports Access Croate

Create Report Group

Incoming Reports All reports from the incoming category
-
Report Access Fullaccess  Noaccess
Roport name Accoss granted

»  Module: Microsoft Teams

»  Module: Office 385

* Module: Telephony

v Report category: Detail
Call Information oFF
o v Report category: Incoming

Depertmental Responscs o [ @)
Departmental Respanse Summary [ @)
Endl Point Responsos (- @)
First Point of Answer Target Response Analysis m
Dopartmental Answar Porformanca (- @)
End Point Answer Performance Report m

¥ Report cateaorv: Manacement

A new group requires a name and description (1 & 2). The list (3) shows all reports from every
licenced module and can be collapsed or expanded with the controls on the left. For each report
that the group should allow access to set the slider to “On” (4). Two specific controls allow all
sliders to be set on or off (5).

When the report selections for the group are complete click save. The new group will now be
listed and available for selection when customising a role.

Exports
Export groups work in exactly the same way as Report groups.

Views

Views access groups control which elements of analytics are available to roles. There is a
predefined group, Views Administrator, which allows access to all views in all modules.

Create a new group from the management grid or select an existing one.

Views Access Create

Create View Group

Channel Group Scizurc Channel Group Seizure from telephony module only

Aa

Views Access Fullacooss  Noaccess
View Access granted

v Module: Telephony

¥ View Catagory: Telephony

® .

Calls o

0
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A new group requires a name and description (1 & 2). The list (3) shows all views from every
licenced module and can be collapsed or expanded with the controls on the left. For each view
that the group should allow access to set the slider to “On” (4). Two specific controls allow all
sliders to be set on or off (5).

When the view selections for the group are complete click save. The new group will now be
listed and available for selection when customising a role.

Widgets

Widget groups allow access to sets of saved analytics widgets. This allows a team to create and
share widgets between them, or an administrator to create either one widget to distribute to
many teams, or several widgets to deploy via a group to one or more roles.

Create a new group from the management grid or select an existing one.

Widgots Access Create

Create Widget Access Group

Examplo widget group Group for the manual writing team to share widgots

Widgets Fullaccess  Noacey

Widget Name Widgot Type View Version Access gronted

¥ Module: Telephony

e Example Widget 1 CaliLegs 1 ° ()

A new group requires a name and description (1 & 2). The list (3) shows all widgets from every
licenced module and can be collapsed or expanded with the controls on the left. Each widget
can be allocated to the group by setting the slider to “On” (4). Two specific controls allow all
sliders to be set on or off (5).

When the widget selections for the group are complete click save. The new group will now be
listed and available for selection when customising a role.

Widget groups do not have to contain widgets on creation, they can be created empty for one or
more roles to share. When a widget has been defined in analytics it can be saved to a widget
group (or several groups) instead of privately.

Save As.. x

Widgat nama*

Example widget 2
Sove widget just for me
o Sove widgst to the following widget groups:

OFF  Simple Widget Group A

o
( | Exarmpls widgst group
/

Sclect All

Save Cancel
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Dashboards
Dashboards groups work in exactly the same way as Report groups.
Editing existing groups

Existing groups can be viewed in the management grid for each. The detail page for a group
shows three tabs.

Reports Access Incoming Roports
Group Details Roports Accass Auiit
Group Details
Group Name
Incoming Reports
Group Description
‘ All reports from the incoming category

Incoming Reports

The first shows the name and description, both can be edited here

The second shows a version of the definition screen from group creation. Sometimes simplified
to show only those items that have been selected.

Group Details Reports Access Audit

Report Access

(‘g Show granted only
o

Report name

¥ Module: Telephony

¥ Report category: Incoming

Departmental Responses
Departmental Response Summary
End Point Rosponscs
First Point of Answer Target Responsc Analysis
Departmental Answer Performance
End Point Answer Performance Report

Customers First Point Of Answor
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Although the ‘Show granted only’ control can be switched off to show the other options available

Group Details Rocports Acceoss Audit
ROpOft Accoss
OFF Show granted only
Report name Access grantod
a

¥ Module: Microsoft Teams
¥ Report category: Row Data
User Activity Uscr Detail Data
Device Usage User Detail Data
¥ Module: Office 365
¥ Report category: Raw Data
Active User Detail Data
¥ Module: Telephony
¥ Report category: Detail
Call Information
¥ Report category: Incoming
Departmental Responscs
Departmental Response Summary
End Point Responscs

First Point of Answer Target Responsc Analysis

These options can be adjusted by editing this tab.
The Audit tab shows creation and last updated details.

Roles

Each role can contain a set of permissions and one or more groups, although neither is required
— arole can just supply group access or just permissions. A user account’s functional and data
access is defined by the sum of what is provided by the roles assigned to it. Excepting
Employee Exclusion Groups roles only add levels of access.

Search

The roles available can be found in the search grid. For standard controls see common
features.

Roles Scarch
Filter
Role Name Y RoleDescription Y  isUscrDefined User Count 2
= Tiger Administrator Grant full access to the application (except Data Protection actions) 13
= Systom Administrator Grant full access to the application (oxcept Data Protoction actions) 3
= DataProtection Representatives Grant access to Data Protection actions 0
= | viewMycais Gront full necess ta the View My Caill module 4

When the 'View My Dircctories’ role is assigned to @ user. the visible troe nodaes and
the call data access are dynamically established based upon a user's position
within o particular tree. A user will be able to see all calls made to or from the
usar's parcnt organization or any of its descendants. Whan viewing o troe, only
parent organizations and the descendant erganizations of the user's parent
organization will be visiblc:

View My Directorics

= Store Supevisars Store Supevisars Role for intemal supervisors 1
= Limited Alert Role: Limited Alert Role 2
= JBTost james brown@tigercommes.com - Testing his access works. 0

Hes aceess to limited management reperting, dashboards and all call traffic in
the Department itscif and below. No Analytics.

Departmont Manager

There are several pre-defined roles in Prism, these cannot be edited.
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Tiger Administrator — Full access to all aspects of the system, except Data Privacy actions. A
Tiger Administrator can appoint a Data Protection Agent but cannot perform the forget process.

System Administrator - Full access to all aspects of the system, except Data Privacy actions.

Data Protection Representatives — This role cannot be assigned in the usual way but is added
to accounts via the Data Privacy module. It allows the forget actions required under EU and UK
law.

View My Calls — Usually assigned by directory integration. This is a role that gives access to the
simple View My Activity module, allowing users to see their own calls and maintain a phone
book to define personal and business numbers.

View My Directories — A special role allowing access to the user’s organization in the directory
tree and all descendant organizations. Ideal for manager roles. Access granted by this role will
adjust depending on the directory position of the user at the time.

Create

Additional roles can be created for more specific access requirements. It is worth taking time to
consider how to structure the roles in your system, especially if there are a large number of
users with different requirements. Making several simpler roles instead of one or two complex
ones might lead to an easier time when configuring accounts in the future. Providing a detailed
explanatory description for each role is strongly recommended.

New roles are created with a five step wizard.

Details

Roles Create

—

Roles Details

Step 1 requires a name and description for the role. Tiger strongly advises that the description
be complete so that a role can be chosen from the list when creating or updating an account,
instead of needing to be opened to see what it grants.
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Permissions

Step 2 selects the permissions for the role. Permissions provide functional access to aspects of
Prism. For example, the ability to see the Enterprise Directory management screens is needed
in addition to groups defining access to parts of the directory.

Roles Create

()

Details Permissions Enterprisc Groups Dota Access Groups Compicted

Pormissions

Fitter e
Selcctod Permissians &
o Pormission Nome Pormission Description
> Administration
> Alorts

- Charging

o » Charges

v Fixed Charges

Fixed Charges Read Grant VIEW access to the FIXED CHARGES management screens
FixedCharges Write ‘Grant WRITE access to the FIXEDCHARGES management screens
> Tariffs
> Taxation
v Enterprise
3 Contact Management
3 Directory Search

v Employees

Employces Read Grant VIEW access to the EMPLOYEE management screens
Employces Write Grant WRITE accass to the EMPLOYEE management screens
> Locations
v TreeNodes
Dopartments Road Grant VIEW accoss to the DEPARTMENTS management screens
Departments Write Grant WRITE access to the DEPARTMENTS management scroens

The permissions tree is grouped by module and can be expanded or collapsed with the controls
on the left (1). The items displayed can also be filtered to find types of or specific permissions
(2). The number of selections is displayed at the top (3) and these selections are retained
through different filtering, expansion or collapsing operations. There is a select/deselect all box
at the top of the tree (4) to reset selections, or to start with everything and reduce permissions if
that is easier for the role.
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Enterprise Groups

The enterprise groups step will list all defined groups dealing with the Enterprise module. That
includes all three directory trees, Network groups and employee exclusions. Each set of groups
is listed individually, and each set has a select all box available.

Roles | Crecte

Enterprise Groups
Department - Access

Group Description

Grants full occess to the current tree. =
2 ras
; A sor vill o ablo t 806 ol salls 1ade 1 o from thousar's
Viaw My Diractories ;
¥ o
visiblo
enorgy Enorgy and s doportmants
finance finance

Cost Centres- Access
GroupName Group Description

Tree,

inistrator Grants full access to the eurrent tree.

Visiblo tra nod

troe A

Viow My Diractorios sor will 56 &bla 16 00 &l alls M to or from the Usar's

on only
the User's organization its doseendant organizations wil bo visibio.

T2ra5-a308 12r25-a308

Projects - Access

Group Namo Group Deserdption

Grante full o

View My Diractorias

Employees Exclusion

Group Name

s 555 10 ol Human Rasouross Managers
Managars Managor Groups
Network Access

Group Namo Group Daseription

Network Administrator Grants full acce:

allnetwork nodes.
Accass to Trunk Group 001 AccasstoTrunk Group 001

Southosst Campus PABK cnd Channol groups losated o the SE Carmpus

Data Access Groups

The next step is to assign data access to the role. The remaining types of group are listed in this
stage. As with Enterprise groups the types are grouped together.

Roles  Create

Detals Pormissions Completsd

Data Access Groups

Report Access

Group Name ‘Group Description

Reperts Adinietrator Grants ful seosss to all roports =

Basic Raports Basic Raports

Outbound reports Outbound Reports

Departmont Managemont Roports Deportment Managermont ropart <ot for Managers

Inconming Reperts Allroports from the incoming cotagory =
Exports Access

Group Name Group Doseription

Exports Adiministrator Grants ful acesss to all exports. &

simplo Exports Simpio Exports =
Dashboards Access

Greup Name Group Doseription

Dashboards Administratar Grants fulacooss to all dashboards =

Bosic Dashboards Easic Dashboards -

Widgets
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Completed

Shows a summary of the information entered before creation.

Roles Create

(1)
N/

Datails Porr

Summary

1 Roles Details

Role Name

Exampie Role

Rose Deseription

(=)

()
)

Enterprise Groups Complated

Expand &

Dafining arole with many permissions and graups fer the manual

2 Permissions

Permission Name
Machings Read
Fixed Charges Read
Tariffs Road

Temes Rediel
Contacts Reod
Empioyses Reod
Locations Reod
Departments Read

Cost Centros Read

3. Enterprise Groups

Department Groups

Group Norme

Vigw My

Cost Centre Groups

Group Narme

Detail Page and Editing Roles

The details page for a role has two main sections. The top of the page shows three tabs.

Permission Description

Grant VIEW access to the MACHINE management screens
Grant VIEW 066656 16 the FIXED CHARGES M anogement screens
Grant VIEW access to the TARIFFS management screans

Grant VIEW 066655 16 the TAXES Managemant sareens

Grant VIEW 00005t to the CONTACT manogement soroons.

10 the EMPLOYEE manogement sereens

to the LOCATION management screens

the DEPARTMENTS management screans

255 10 the COST CENTRES managemen

Group Description

. only
sill be visible

Group Deseription

first shows the name and description of the role.

Roles | Department Manager

Roles Details

Role Home

Department Manager

Role Descrpton

Has aceoss to limited management reporting, doshboards and all call trer

Department Manager

Accounts Audit

he Departmentitsell and belw. No Analytics.

The second tab lists the accounts which are using the role.

Roles Accounts

L

Username Y

jumes halley@modeup...

Display Name Y

Jarmes Hallay

Accounts Auchit

Filter

User Typs Y LostSignin Y | I=Disabled T

Emplayes

The
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The audit tab shows the details for role creation and last modification.

The bottom part of the page shows the results of the various groups and permissions applied to
the role. Tabs will only show on the display if an appropriate group is applied. In the example
below there is no Projects access granted to the role, so there is no ‘Project — Access’ tab.

Rales Authorization

t AreaName X

Parmission Name. Pormission Description Is Grantad
¥ AreaName: Dashboards
Dashboards View Grant VIEW acesss to the DASHEOARDS management screens
¥ Area Name: Employees
Employees Read Grant VIEW aeeess to the EMPLOYEE management sereens
v AreaName Reports
Reparts View Grant VIEW a6¢655 1o the REPORTS Managament sraons
¥ AreaName: Trea Nodes

Dopartmonts Read Grant VI

coss to tho DEFARTMENTS management seraons

Cost Centres Read Grant VIEW occess to the COST CENTRES management scraens

Otherwise each tab shows the sum of the groups applied. If two permissions groups are applied
the permissions tab will list all granted permissions from both. The directory tree for
Department/Cost Centre/Projects Access shows the resulting access form all groups applied.
The role below has two department access groups applied, so shows access (of different types)
applied to organizations in the view.

Roles Autherization

Parmissions Department - Atcess Cost Contras - Access Natwark Accass Ropart Accass Dashboards Access
Department
Group Name Group Duscription 15 User Definad v & Wy @ ComponyTest 3
Enargy Enargy and sub departments @ » b O O Basich
& @ copital Goods
Finance Finance © L Qi@ o
» 4 © @ ConsumerDurables
» & ® @ Consumernon
» & ©® (@ ConsumerSarvicos
» &2 ©® @ Duplisated
v 50 B [ Energy

& 42 [ Accounting
& w7 [ lega
s 47 [ Marketing
v & @ [ Fnance
& 4@ [ Businoss Dovelopmeont
#4 4@ (1] Humon Resources

da 4@ [

Fl musie

da B [ sdes

da L@ L

sarvices

» & O @ HealthCaro -

The method to add additional groups to a role depends on what group types are applied
already. In the above examples there are permission groups, department and cost centres, and
network enterprise groups, and report and dashboard Data Access groups. To add further
groups of any of these types, navigate to the appropriate tab and edit the tab. This will show the
group list for the type and allow selection or deselection of individual groups.

Roles Authorization

Group Doscription 1s User Dofinod
‘Grants full secess to the current trog.

Visibia treg «
from tha user's organization or any of its doscondants. W

based upon
ng o troe, only the user's organization itc

0 506 all calls Made to o

loscondan

Finance Finance
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If there is not a group of that type already then click the + next to Roles Authorization to add a
new type of authorization. A list will display, with existing types greyed out.

Authorization

Autharization Type

— Please sslact one option — v
— Please select one option —

-

Frojects - AGCESS

Employee Exclusions

Select the new group type and confirm. The tab will be added, and a list of available groups
shows for selection. Remember that additional permissions may be required if new Enterprise or
Data Access tabs are added.

Roles Authorization

Exports Access

Group Name.

s User Dofined Exports count

Exports Adminictrater

access 1o ol oxports.

Simplo Erports Simplo Exports 2 [ - @)

Once saved the role is updated. The effect is immediate and all accounts with that role will have
the revised access levels.

Permissions

The permissions section has a full list of available permissions for reference. The permissions
are presented in a grid and there is a general filter as well as the normal column filters.
However, the permissions grid has one additional feature. Each of the column headings can be
dragged above the header bar to form a group.

For example, here is the default display,

Permissions search
Filter
Drag a column header and drop it here to groupitagt column
Pormission Namo h Pn: Y ArcaNome Y
Error Log View Grant VIEW access to the ERROR logging screens Administration Logging =
Audiitlog View Grant VIEW access to the AUDIT legging screens Administration Logging
Logging Purge Grant the functionality to PURGE the logging entrics Administration Logging
Roles View Grant VIEW access to the ROLE management screens Administration Security
Machines Read Grant VIEW accoss to the MACHINE management scroens Administration Sceurity
Machines Write Grant WRITE access to the MACHINE management scroens Administration Soeurity
Accounts Read Grant VIEW aceess to the ACGOUNT management screens Administration Security
Accounts write Grant WRITE access 1o the ACCOUNT management screcns Administration security
Overvrits Password Grant the functionality to OVERRIDE account passwords Administration security
Sessian View Grant VIEW accoss to the SESSION list screen Administration Security
Alert Jobs Manage Grant FULL access to the ALERT JOBS management screens Alorts Alerts
Cost Rate View Grant VIEW access to the COST rates data Charging Charges
Whalesale Rate View Grant VIEW accoss to the WHOLESALE rates data Charging Charges

Retail Rato View Grant VIEW access to the RETAIL rates data Charging Charges
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By dragging the module header up, all permissions are grouped by their module

Pormissions Secarch

Filter

t Module X

Permission Name

¥ Module: Administration
Error Log View
Auditlog View
Logging Purge
Roles View
Machines Read
Machines Write
Accounts Read
Accounts Write
Overwrite Password
Sossion View

¥ Module: Alerts
Alert Jobs Manage

¥ Module: Charging

Cost Rato View

Additional fields can be used to group further, a grouping level can be removed by clicking the

‘X’ in the grouping bar.

The same functionality is available when viewing and editing permissions on a role’s detail

page.

Roles Authorization

Department

Permissions
m Shaw grantad only

T Module X

Permission Name

¥ Module: Enterprise

Employeos Road
Departments Road

Cost Centros Road
» Module: Telephony

Dashboards View

Reports View

Pormission Description ¥

Grant VIEW access to the ERROR logging scroons

Grant VIEW access ta the AUDIT logging screens

Grant the functionality to PURGE the logging entrics

Grant VIEW accoss to the ROLE management screens
Grant VIEW access to the MACHINE managemcent screens
Grant WRITE access to the MACHINE management screens
Grant VIEW access ta the ACCOUNT management screens
Grant WRITE access to the ACCOUNT management screens
CGrant the functionality to OVERRIDE account passwords

Grant VIEW accoss to the SESSION fist scroen

Grant FULL access to the ALERT JOBS management screens

Grant VIEW accoss to the COST rates data

Accoss Neotwork Accoss Roport Accoss

Parmission Description Modulo

Grant VIEW access to the EMPLOYEE "
Enterprise

management screens

Grant VIEW access to tho DEPARTMENTS

Entorprise
manc\gcmcnt screcns
Grant VIEW accoss to the COST CENTRES

Enterprise
mcﬂc\gcmcm screens
Grant VIEW access to the DASHBOARDS

Telephony
management screens
Grant VIEW access to the REPORTS

Telephony

management screens

Module 1

Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration

Administration

Alerts

Charging

b &

ashboards Access

Arca Name

Logging
Logging
Logging
Security
Security
Security
Security
Security
Seeurity

Security

Alerts

Charges

Is Granted

54
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Administration
Settings

General
General security settings are broken into two sections.

Authentication

The authentication tab covers settings relating to local and windows authentication.

Security Scttings

Authentication Password Policy

Authentication

Local o % % Windows o

s,
Form-based authentication using username and Integrated windows authentication
password.

Local Login Options

Account Lockaut Atternpts befors lockout Auto unlock Lockout minutes

@ - o 0 - 0

The controls govern whether local or windows authentication is allowed for Prism (1 & 2). If
accounts are locked after incorrect attempts (3), how many attempts cause a lockout (4),
whether account unlock with or without intervention (5), and after how long if automatic
unlocking is permitted.

Password Policy

Prism’s password policy governs the passwords for local accounts. There are three basic areas
within the policy section.

The top part covers expiration. Controls are given to enable expiration and to set the expiration
period

Password Policy : D)o

Passw
anabled

(o @) s

Expiration Period (days)

The second section relates to passwords’ required complexity.

Complexity

Minimum Langth Raquire Digit Require Mon Alphonumeric Raquire Upparcase Require Lowercose

1000 : €O > @) > @) > @)
v g ey o "y

The last section has some more specific requirements. Passwords can be forced to not include
the company or user’'s names. Reuse of previous passwords can be prevented, either just the
last one, or several.
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Finally, there is a space to input blocked passwords. These may be blocked by the organization
or may simply be a list of common passwords sourced from elsewhere. Passwords to be
blocked should be entered, comma-separated int the box. The drop-down menu above the box
contains some template lists to start with.

Gther Requircnents

Do not include persanal Da not include erganisation Pravent reusa Reusa pravious count

data nome .
) 1
oFF OFF -

ar

Posswiords to Slock Please selector w

123456, passwordl. 12345678, qworty, 12345, 123456789, letrmein, 1234567, football. iloveyou. admin. welcome. monkey, login. abel23, starwars, 123123, dragon.
passwOrd, master. hello, frecdom, whatever, gozwsx, trustnol

Define hore ol the passwords to bo blocked by the system (pre-defined templates are provided using the saiect box above)

Email Templates

Prism uses templates to send out messages for new account activation, and for when users
request a password reset.

These templates can be viewed here.

Email Tomplates Manage
Temnplate Account Activation -
Subject

‘Account Activation

TIGER &

Account Activation

Hi, {{DispiayName}}!

A new Prism account has been created and associated te this email address.
{Email

Please click the button below to activate you account and start using the application

& {{¥ear}] Tiger Communisations plc. All Rights Reserved.
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The templates can also be edited

Account Activation ENEDN e
| hecount Activation
o Blr|ulu = = =l [e]oaa] [m] b [mmme v & & hortedsz. v
A7) 19 o
TIGER & (2

Account Activation

The subject can be altered (1) and the body (2) edited with some formatting options (3). The top
left button (4) allows selection and insertion of available merge fields. A test email can be sent
during the editing stage (5).

Login Providers

Prism can be configured to allow authorisation via additional SAML providers. Initially displayed
is a grid containing currently configured providers

Login Providers Search
Filter
Login Provider Name Y Login Provider Type Y | tinkedacco. T
= TigerSAML SAML 1

Adding a new provider starts a three step wizard.

Login Provider

Select the provider type and enter a name and scheme for the entry.

Login Providers Croate

9O, (2)

Login Provider Provider Scttings Completed

Login Provider
Login Providar Typa*
Azurc AD v

Login Provider Nome* Scheme*

Exmaple Provider sample
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Step 2 will vary depending on the provider type selected.

For Azure AD type the Tenant id and Client id are required

Login Providers Create
Login Pravider Provider Sottings Completed

Provider Settings

Tenant id* Chant id*

£ Previous > Next

For OpenldConnect type Authority, Response Type, and Client id are needed.

Login Providers Create
Login Provider Provider Scttings Completed

Provider Settings

Authority* Response type®

Clisntid®

Completed

Shows a summary of the information entered before creation.

Detail Page

The detail for a provider has three tabs. The first two reflect the details entered at creation and
can be edited if necessary.

Login Providers Tiger SAML
Login Providar Provider Settings Audit
Login Provider
Login Providar Type Schems
SAML sami2
Login Provider Name
Tiger SAML
Tiger SAML

The audit tab shows the details for account creation and last modification.
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